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Employees: 51-100

Regions of operation: 
North America, EMEA, APAC

KEY EMPLOYEES:

Value Chain: Onboarding, Monitoring, Detection, Reporting

Subsectors: Onboarding Verification (AML/KYC/CDD), Risk Management, Reporting, Compliance Management

Regulation/Legislation: AML

OFFERING PROBLEM BEING SOLVED TECHNOLOGY
Symphony AyasdiAI is the world’s leading 
enterprise platform for automated 
business value discovery and advanced 
AI-based insights. Financial services 
organizations rely on Symphony AyasdiAI 
to revolutionize the discovery of risk and 
profitability opportunities.

The company’s AML solution provides 
unparalleled predictive insight into 
the exact criminal behaviours that put 
financial firms most at risk. This drastically 
reduces financial crime opportunities to 
occur while massively reducing costs for 
financial institutions by eliminating the 
time spent tracking down meaningless 
alerts.

Today’s financial criminals are ahead of 
the outdated rules and tools built to catch 
them. But by harnessing some of the 
most advanced AI techniques, Symphony 
AyasdiAI rises above the status quo to 
provide firms with a complete picture of 
criminal behaviour.

Firms can definitively pinpoint risk with 
full visibility, drastically cutting costs while 
protecting their standing with regulators 
and brand reputation with customers.

The advanced technology that powers 
Symphony AyasdiAI applications 
originated in a Stanford University 
laboratory by mathematics professor 
Gunnar Carlsson. This platform is a 
product of the company’s ground-
breaking AI and machine learning 
technology that has been developed 
over a decade and amassed 44 patents 
to date. Additionally, the company has 
the only commercial deployment of 
Topological Data Analysis (TDA) in the 
world.

TDA combined with unsupervised machine 
learning makes SensaAML™ the most 
powerful detection engine in the industry. 

PRODUCT DESCRIPTION
SensaAML™ utilizes ground-breaking technology to combat financial crime by analysing, discovering, and interpreting financial data’s 
shape and structure to identify criminal behaviours and laundering networks. The company’s solution deciphers customer data 
to reveal more than double the information typically leveraged by other AML systems, leading to a greater discovery of nefarious 
behaviour and unknown criminal threats. This new application architecture can ingest billions of customer data points and applies 
advanced AI to explore the hidden relationships and patterns within the data, thus highlighting criminals’ suspicious behaviour.

This technology is based on an event-driven architecture where data and analysis are processed as data is ingested and events are 
constantly changing. By combining the company’s ability to process data when events change with an agile model that grows with 
the client’s data, its AI detection solution extracts and analyses data to baseline normative behaviour while developing a map of risk 
based on the customer’s financial transaction relationships. 

The AyasdiAI approach is targeted at the key aspects below:

• Anomaly Detection: Unsupervised learning that targets customers displaying unusual activity. Over 500 behavioural features 
are used to determine groupings of customers who share similar behavioural, transactional, and other characteristics.

• Change in Behaviour: Understand the underlying patterns of all customers and spot when material changes in activity occur.
• L3/SAR Similarity: Supervised learning that focuses on the similarity of behaviour to historical L3/SAR investigations.
• Tune and Prioritize: SensaAML™ comes with several out-of-the-box detection models combined to provide enhanced coverage 

against known and unknown risks.
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The end result delivers a virtual, risk-based view of a customer, represented in a simple to understand and easy-to-use business 
user environment. With seamless integration into case management and reporting environments, users can choose from a variety of 
visualization approaches. All of these are fully explainable to any regulatory or audit request.

The core platform differentiators are:

• Fidelity: high confidence explainability, focused on removing more than 60% of L1 and L2 alerts. L3 (high probability of crime) 
and SARs increased by 30% and discovered a large amount of new crime missed completely with current processes.

• Efficiency and Productivity: The false positive-to-L3 ratio went from 45:1 (old TMS) to 3:1 and an overall increase of more than 
500% in FIU productivity. All results were achieved using the same data as the existing TMS. 

• Speed to Deployment: From pre-deployment to production is three months.

FUNDING – $106.3M

Symphony AyasdiAI is a wholly owned subsidiary of SymphonyAI, the leading AI company for digital transformation across the most 
resilient growth verticals including life sciences, retail, manufacturing, financial services and media.

TRACTION/GROWTH

• For one specific client, SensaAML™ discovered over $45 billion in tax evasion and more than $245 million in money laundering and 
associated employee corruption that the incumbent TMS missed.

• Ayasdi’s applications are responsible for many of the operational deployments of artificial intelligence for leading global institutions 
in the Fortune 500.

• The Ayasdi Partner First Program enables solutions and technology businesses to meet the needs of global financial service 
customers who are rapidly adopting machine learning technology. Current partners include Sionic and Treliant.

MANAGEMENT BIO
Simon Moss – CEO
Simon is the chief executive officer of Symphony AyasdiAI with strategic and P&L leadership responsibility. He brings three decades 
of market-recognized business experience in financial crime, risk, and compliance, and patented leadership in financial services 
technology innovation in network and edge computing, cognitive analytics, and AI. Previously, Simon led Mantas, a firm that defined 
the founding phase of anti-money laundering (AML) and compliance behaviour detection, led multiple other firms as founder, CEO, 
or board director, and most recently was global head of AI and automation for Infosys Consulting. He delivers a unique balance of 
strong leadership, deep subject expertise, and focused technology knowledge.
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The “inertia and orthodoxy” within banking 
is letting criminals win 
Creating a successful business is not easy – it is why they say 
entrepreneurs need to have psychopathic tendencies. Symphony 
AyasdiAI is a company that doesn’t go down easy and has managed to 
reinvent itself instead of crumbling. 

Most businesses fail. There are countless stats 
painting a grim picture of the situation. A statistic 
from Fundera estimates that 20% of companies close 
within their first year and 70% would have failed by 
their 10th. 

But what happens when a company will not accept 
defeat? AyasdiAI did just that. Simon Moss, CEO 
at AyasdiAI, explained that modern businesses 
do not have a single lightbulb moment, they are 
formed after lots of conversations, mistakes and 
recalibration, as well as thinking on your feet. As 
a result of this mindset, Moss said the team “took 
AyasdiAI by the hand after it had tripped and 
focused it into an area where we knew its legacy in 
pharmaceutical, oncological and intelligence research 
breakthroughs would be transformative.”

AyasdiAI originally launched in 2008 and created a 
discovery engine based on topological data analysis 
and unsupervised machine learning to uncover 
hidden patterns within data and highlight those 
needing further investigation. One use case of the 

platform was responsible for discovering a new 
subtype of Type II diabetes. Moss added, “This in 
itself was pretty cool, but with so many innovations, 
it was just another technology looking for a problem 
to solve.” 

AyasdiAI was then acquired by SymphonyAI in 2019. 
A new team made the critical decision to move 
the business’ focus into financial crime discovery, 
including money laundering, evasion, fraud, 
internal malfeasance and cyber. “What followed 
was a ridiculously secret, year-long collaboration 
to discover new indicators of complex and hidden 
attacks, previously unseen by traditional approaches 
using oncological and pharmaceutical research 
techniques - the financial crime genome project.” 
The intention of this project was to decode the 
genome and identify the malignancies and attacks 
on financial institutions typically missed by legacy 
solutions. 

The result of this year-long discovery was 
Sensa, which the company has named as money 
laundering’s “kryptonite.” Sensa launched in February 
2021 and can identify the new indicators of complex, 
hidden attacks and malignancies firms face. The tool 
supports full integration with existing processes, 
technology and organisational preferences. To 
improve transparency, it can provide regulator 
calibrated explainability of how its models work. It 
has also been specially designed to ensure users 
enjoy interacting with the tool, rather than loathe it.   

While AyasdiAI was comfortable to reinvent itself, the 
compliance space it moved into was not as prepared 
for change. Moss explained that many firms are 
stuck in the past and will stick with their legacy tools, 
despite them not being sufficient. This “inertia and 
orthodoxy” to repeating the same processes for 20 
years without any innovation was a difficult challenge 
for AyasdiAI to help overcome. It required them to 
think outside of the box and produce innovation 
at scale and speed, but with the backing of “brave, 
mission focused customers and partners.”

Moss added, “The results are quite simply 
extraordinary – not some easy analytical tool that 
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can find a needle in a haystack. No, this is a system 
of intelligence focused at finding that one needle in a 
stack of needles. Finding the deliberately hidden, the 
innocuous yet malfeasant behaviour.” 

This mentality of sticking with tradition is holding 
financial institutions behind. Moss explained that 
firms are in a constant state of “catch up” in terms 
of compliance. Financial intelligence units are 
dependent on transaction monitoring systems 
that are two decades old and cannot meet the 
demands of today. Furthermore, traditional treasury 
management systems are rule-based that need to be 
administered by humans, to which, Moss believes are 
“ineffective at discovering the true crime and instead 
bombard investigators with unnecessary work.” 
Simply put, Moss sees these systems as a financial 
drain rather than an effective tool. 

This is what Sensa was built to correct. The team is 
trying to bolster the transparency within a financial 
institution’s operating model and boost attack, risk 
and crime discovery. Not only does its solution 
improve the effectiveness but can solve cost and 
efficiency issues to stop compliance being seen as a 
cost sink. 

Why AyasdiAI is the right answer to 
compliance 

Financial crime will never disappear. However, with 
the right tools and mentality, financial institutions 
can help prevent it. Moss explained firms have a 
chance to make a big difference. “The corporate 
world has always been about itself, period. Now it 
can be bigger – a catalyst of change for the good,” 
he explained. A spotlight has been shone on ESG in 
recent years and this is bringing people together to 
fight the wrongs in the world. AyasdiAI and its team 
is driven by the desire to cut out the darker parts of 
humanity, whether it is sexual exploitation, modern 
day slavery, paedophilia, terrorism and the narco-
economy. 

But the ethical drive of the team is not the sole 
reason companies should use the AyasdiAI platform. 
Its platform is better at discovering behaviours, 
actors and malignancies than any other solution in 
the market, Moss stated. “We do it more effectively, 
with a much lower TCO and with an implementation 
approach that is exceptionally light in time and 
cost. Other vendors are either rebranding and/
or remarketing old designs, with some offering a 
“product” but really are just consulting firms building 
the product on the client’s dime; the other options 
are well capitalised firms that say a lot but have yet 
to prove it. We demand that our customers prove 
our value before anything else. We expect to walk the 
walk. We’ll leave others to do the talking.” Sensa can 
be installed within an hour, with its record being just 
under three minutes, and shows a client what risks in 
their data  have been missed by existing systems. 

The boons of Sensa have been felt by many clients. 
One firm was able to uncover five distinct new 
groups of behaviours that were previously missed. 
The system was also able to uncover 57 new and 
very high-risk entities. Worryingly, 28 of these had 
previously been regarded as false positives by legacy 
systems. 

Sensa was built to revolutionise anti-financial crime. 
As mentioned, the industry is stalled by old tools that 
are no longer effective. Institutions are exposed and 
lack the ability to discover crime. As a result, criminals 
have been outmanoeuvring institutions for over a 
decade, Moss explained. 

“This is exactly why SensaAML exists. We don’t 
demand any data edits or changes nor deploy like 
anyone else. Simply give us or connect us to exactly 
the same data you are using now, and you’ll discover 
what malignancies are being completely missed.  
We are, in other words, automatically doubling 
the “informational yield and transparency” in the 
detection and discovery of criminal behaviour from 
the data you already have.”

Moss stated there are countless ways Sensa is 
revolutionising the fight, but one unique way of 
handling the problem is by anonymising client data. 
Sensa does not want to know the customers or 
correspondent relationships. The reason for this is 
because this existing data has been used for the past 
15 years and been “incredibly successful” for the use 
in identity theft, synthetic identity fabrication, passive 
account takeovers and embedded shell structures. 
This means ownership and name networking becomes 
expensive and a low return effort. Instead, Sensa uses 
a new set of biomarkers that its oncological teams 
have created to identify criminal behaviour.

Moss concluded, “The result is a revolution, but with 
all such things our competition is the inertia and 
orthodoxy of the past. We are cool with that. We have 
no short-term, breathless needs from large capital 
investments, and we have brave clients who know 
that success is needed in the battle and is defined 
as meaningfully protecting their shareholders from 
attacks that both reduce the profit of the firm (fraud) 
and the social gravitas of the brand (AML). These firms 
with us will indeed revolutionise a market desperate 
for improvement.

“The corporate world has 
always been about itself, 
period. Now it can be bigger 
– a catalyst of change for the 
good,”


